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Welcome to the Easter edition of we Teachers
Cornwall Learning’s e-Safety update o
Does your school have in —

The DfE’s draft statutory guidance for
September 2016 'Keeping children safe in

education’ is currently available and
includes reference to Online Safety:

Online safety

75. As schools and colleges increasingly work online it is es-
sential that children are safeqguarded from potentially harm-
ful and inappropriate online material. As such

governing bodies and proprietors should ensure
appropriate filters and appropriate monitoring systems are
in place. Children should not be able to access harmful or
inappropriate material from the school or colleges IT
system. Governing bodies and proprietors should be
confident that systems are in place that will identify
children accessing or trying to access harmful and
inappropriate content online.

76. As part of their safequarding and or child protection poli-
cy governing bodies and proprietors should have in place a
clear policy on the use of mobile technology in the school.

https://www.gov.uk/government/uploads/system/uploads/
attachment data/file/487799/
Keeping children safe in_education draft statutory guidance.pdf

Does your school have appropriate
filters and appropriate monitoring
systems in place?

The National Education Network

(NEN) has produced new Guidance Notes for schools and
academies on the NEN website:

Managed monitoring & reporting solutions: how these
solutions can help schools meet increasingly
complex online safeguarding and security challenges.

The document can be downloaded in PDF format, as well as
to read on the website.

http://www.nen.gov.uk/new-e-security-documents-from-nen/

) SWGFL

Education that Clicks

place a clear policy on the
use of mobile technologies?

Review the SWGfL’s policy template for Mobile Technologies
(2016):

http://swgfl.org.uk/products-services/esafety/resources/
creating-an-esafety-policy

Updated Advice to schools (Jan 2016)

In September 2015 the National Police Chief Council released
a statement on the procedure they have to take when a
‘sexting’ incident is reported to the police. As a result the UK
Safer Internet Centre and SWGfL have updated their advice
for schools on responding to and managing sexting incidents
into two infographics:

Responding to
Sexting

Managing Sexting m
Incidents
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http://www.saferinternet.org.uk/news/responding-to-and-managing-
sexting-incidents-updated-advice-for-schools

Childnet International has

| onathas . .y Childnet
produced an information guide §*-- International
for teachers and professionals

working with children and technology.

Technology is a huge part of personal and professional lives
and there are safety issues that need to be considered. The
checklist has been designed to ensure that teachers and
professionals are ready to face these challenges whether at
school or at home, in the classroom, or in the wider school
community.

http://www.childnet.com/resources/teachers-and-technology-checklist

All e-safety newletters can now be accessed through - www.cornwalllearning.org/services/e-safety @
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Parents

Ofcom publishes ten-year
anniversary edition of its
latest research on how children and young
people aged 3-15 use and think about
media and the internet:

OfFcom

Every year Ofcom asks lots of children across the UK about
the devices they have and what they use them for.

Ofcom splits the results into four age groups: 3-4 year olds;
5-7 year olds; 8-11 year olds and 12-15 year olds for example.

Children and parents: media use and attitudes report

Figure 7: Availability of key platforms in the home, by age: 2007, 2010, 2012, 2014 and
2015
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QP3D/E/MAN — I'm going 1o read out a list of different types of media devices that you may or may not have in your
home, and which your child may or may not use (prompted responses, single-coded)
Base: Parents of children aged 3-4 (688 in 2015) or 5-15 (1379 aged 5-15. 399 aged 5-7. 492 aged 8-11. 488
aged 12-15 in 2015) - significance tesling shows any change between 2014 and 2015

The report is published every year and results are compared
to previous year’s results to identify what has changed.

To read the full report:
http://stakeholders.ofcom.org.uk/binaries/research/media-
literacy/children-parents-nov-15/

childrens parents nov2015.pdf

Have you heard of these Apps?

Wanelo Shopping :

Parents need to know that Wanelo
Shopping is a social shopping app (and
website) that connects users to styles,
brands, and products, as well as to other
people on Wanelo with similar
preferences.

Recommended age 16+

The Breck Foundation has been set up in the memory
of Breck Bednar (a 14 year old from Caterham, Surrey who
loved technology and online gaming) to help other young
people to enjoy playing online but to be aware of some
simple rules to stay safe. Remembering that the friends
you make online are not like your real friends.

“Play Virtual/Live Real”.

e Beware—Opening files, accepting emails, IM messages,
pictures or texts from people you don’t know or trust
can lead to problems - they may contain viruses or
nasty messages

e Report— Tell your parent, or trusted adult if someone
or something makes you feel uncomfortable or worried,
or if you or someone you know is being bullied

e Educate— Someone online might lie about who they
are and information on the internet may not be true.
Always check information with other websites, books or
someone who knows. If you like chatting online it’s best
to only chat to your real friends and family

e Communicate— Meeting someone you have only been
in contact with online can be dangerous. Only do so
with your parents or carers permission and even then
only when they can be present. Remember online
friends are still strangers even if you have been talking
to them for a long time

o Keep Safe— Keep safe by being careful not to give your
personal information when you are chatting or posting
online. Personal information includes your email
address, phone number, password, location

Tragically Breck was murdered on February 17" 2014 by
someone he met online.
To find out more visit: http://www.breckfoundation.org/

Peach:

Parents need to know that Peach - a
space for friends is a social-networking
tool. Read the app's privacy policy to find
out about the types of information
collected and shared.

Recommended age 13+

Reviews from: https://www.commonsensemedia.org

CEOPs Parentzone launches an @parentZONe

Online Safety Programme for parents/carers

For the cost of £6.99 you can help your children explore the
online world with confidence using Parentzone’s new
Parenting in the Digital Age programme for parents and
carers. The course has three-modules which you can take at
any time and as many times as you want, comprising of three
films, and associated reading materials.

Module 1: Understanding online risk
Module 2: Using tools & settings to keep children safer online
Module 3: Effective digital parenting

For further details and to sign up for free newsletters:
http://parentzone.org.uk/parenting-digital-age-
online-course-parents :
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Jane McFall—Cornwall Learning Lead Consultant for e-Safety, CEOPS Ambassador & SWGfL 360° e-Safety Mark Assessor.

You can contact Jane for e-Safety advice, guidance and training @ E: jmcfall@cornwall.gov.uk or T: 01872 327900
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